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whoami

• Author @ “Hacking MySQL”, Apress
• Content @ Severalnines, Arctype, 

DbVisualizer, Redgate
• Speaker @ Percona LIVE, defCamp, Build Stuff… 

 
• Founder @ BreachDirectory.com (DBSE)

lukasvileikis.com
BreachDirectory.com



Why listen to me?

Hacking MySQL {
Breaking: BUG #104263 (“@” sign)
Optimizing: DBSE* Query Speed <= 0.1s!
Securing: Data Breach Search Engine

}
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Yet Another Book…
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• MySQL @ High Performance MySQL & etc.
• Indexes @ Relational Database Index Design & 

the Optimizers
• Design @ Database Design & Modeling
• …
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“You don’t need to read 
books to break MySQL.”
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How did we come to this?
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• What are developers doing to the point that 
their databases break?

• Where did they mess up?
• How to fix that?



How did I come to this?
BreachDirectory.com
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Data Breach Search Engine
BreachDirectory.com
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• Billions of rows (data breach data)
• Search functionality(-ies)



Full-Text Search (FTS)
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How did that happen?
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1. SELECT * FROM `demo` WHERE MATCH(`column`) 
AGAINST(”demo”);
2. SELECT * FROM `demo` WHERE MATCH(`column`) 
AGAINST(‘“demo@demo.com”’ [IN BOOLEAN MODE]);



How did that happen?

1) 0.01s

2) ???
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Old versions at fault?



BUG#104263.
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No @ signs for MySQL <= 5.7.**



Not the only thing!

lukasvileikis.com
BreachDirectory.com



Indexing

SELECT id, 
customer FROM 
demo_table 

WHERE id = 7;

MySQL Table 
demo_table

Your Application

Can the query use a 
covering index?

Yes

No

Can another type of 
index can be used?

INDEX covering_idx 
ON demo_table
(id,customer);

What covering index 
can be used? (MySQL 
will use the covering 
index with the best 
column structure)

Data is read from the 
index instead of the disk

Yes

The database uses 
another index (performs 

index scans or other 
operations)

No No index is used

Data is read from the 
disk

Query speed:
Up to 120km/h

Query speed:
Up to 50km/h
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Use Cases => Problems
BreachDirectory.com
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Problems => Solutions
YouTube.com/@DatabaseDive
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Solutions -> Outcomes
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• ~30,000,000 Searches Made
• The basics rock!
• You can index and partition… apparently 
• Schrödinger’s tables
• ???

• Use Cases
• OSINT
• Terrorism Prevention
• Personal Use Cases
• ???
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Outcomes => Book
HackingMySQL.com
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Not without mistakes
HackingMySQL.com
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See You @ the Book Signing!

• BreachDirectory.com
• HackingMySQL.com
• lukas@lukasvileikis.com



Thank You!
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